


permit

obligation

policy vm_actions {
target clause Attributes.object == "Virtual Machine"

apply firstApplicable

rule start {
target clause Attributes.action == "start"

and Attributes.user.role == "owner" 
condition Attributes.server_free_capacity > 100
permit

}
…



permit permit permit deny/end

obligation obligation obligation

• •

•

•

•

•

obligation



policy data_usage {
target clause …
apply denyUnlessPermit

rule pre {
permit
on permit {
obligation { anonymizeData }

}
}
…











policy vm_usage {
apply firstApplicable

rule before_use {
target clause Attributes.ucs.step.pre
condition Attributes.accept_terms
permit

}
rule during_use {

target clause Attributes.ucs.step.ongoing
condition Attributes.accept_terms && Attributes.credits > 0
permit

}
rule after_use {
target clause Attributes.ucs.step.post
permit
on permit { obligation sendInvoice }

}







Attributes
- user: bob
- resource: X
- today: Mo
Phase
- pre

Attributes
- user: alice
- resource: Y
- today: Mo
Phase
- ongoing

Attributes
- today: Mo



Attributes
- user: bob
- today: Mo
Phase 
- ongoing

Attributes
- today: Mo
- y: 2

𝒏 𝒏 + 𝟏

Attributes
- user: bob
- today: Tu
Phase 
- post

Attributes
- user: alice
- today: Tu
Phase
- pre

Attributes:
- today: Tu







permit

Attributes
- x: 1
Phase 
- pre

Attributes
- x: 1
Phase 
- ongoing

Attributes
- x: 2
Phase 
- ongoing

Attributes
- x: 3
Phase 
- post

























permit permit deny

obligation obligation obligation

permit permit permit end

obligation obligation obligationobligation



policy visibiliy {
apply denyOverrides

rule denyIfUntrusted {
condition Attributes.trustLevel < 50
deny
on deny {

obligation requestReview
}

}
…



policy smartOfficePolicy {
target clause user == "scheduler"

and device == "heating"
and inhabited == true

…

Attributes
- today: Mo
- y: 2

Attributes
- user: bob
- today: Tu
Phase: 
- post

Attributes
- today: Tu
- y: 2

policy(smartOfficePolicy,root,firstApplicable).

match_target(smartOfficePolicy,Session,State) :-
session_attribute(Session,"user","scheduler",State),
session_attribute(Session,"device","heating",State),
session_attribute(Session,"inhabited",true,State).

…

session_phase(Session, PhaseNext, T+1) :-
session_phase(Session, Phase, T),
phase_next(Session, PhaseNext, T),
state(T+1).

phase_next(Session, "ongoing", T) :-
session_phase(Session, "pre", T),
session_pdp_decision(Session, permit, T),
start_request(Session, T).



uca

policy vm_usage {
apply firstApplicable
rule before_use {
target clause ucs.step.pre
condition accept_terms == “Yes”
permit

on permit {
obligation logAccess

}
}
… 





• •

https://twitter.com/fortiss
https://www.facebook.com/fortiss.org/
https://www.instagram.com/fortiss_org/
https://www.linkedin.com/company/fortiss/
https://www.youtube.com/user/fortissTV
https://www.xing.com/companies/fortissgmbh
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