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Recently, there has been a significant rise
In the use of Internet-of-Things (IoT) In
various areas of soclety. Because these

IoT Mobile Application

G4l 631 0 H

LOGOUT &

——RH— —SaD— oy o7 Do loT Device State:
systems tend to have weaker security, b r
they pose a larger risk when integrated | uees }H—JA—F{ oles e PA——— 3/ Pormissons. (oo ) o sensor st
into cloud systems. This problem is ~_ ~ PN AN SN " | et esonces
compounded by a lack of a standardized N\ s X7
loT model, meaning that diagnosing AN ey
security issues for 10T systems as a whole SR\
is more difficult. If 10T systems could N U
adhere to a standard architecture that R
incorporates  spatio-temporal  access \\L,; /

control, they could be made more secure -
overall.
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Problem and Objective Application Layer — Contains applications in the system that can

* Problem:

— Current  loT systems lack a
standardized model and lack
consistent support for determining
access control decisions based on
spatio-temporal constraints.

* ODbjectives:

— Design  a  4-layered  software
architecture based on the proposed
model by Alsheri and Sandhu [3] ((.))
that incorporates spatio-temporal -
access control.

Interact with 1oT devices and data stored from IoT devices.

Object Layer

Q loT Device #1
Q loT Device #2

Cloud Services (CS) Layer — Contains servers that manage data
storage of data and authorization for access requests in the system.
There are two types of servers in this layer:

* The Resource Server stores loT device information long-term
and distributes that information to the application layer when
requested.

* The Authorization Server makes access control decisions on
whether 10T devices or their information should be accessed or
not based on a user’s role and the time and location of access.
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Virtual Object (VO) Layer — Contains servers that act as an

o \ Resource \ Authorization abstraction of 10T devices. These servers contain information
— Apply a secure communications  Application Access Point erver g Server about the past state, current state, and estimated future state of
protocol to safeguard messages. Layer connected 1oT devices.
— Create a software 1mplementation
that demonstrates the process of Object Layer — Contains physical 10T devices in the system.
accessing 10T devices within this These devices have a limited capacity to store data and perform

software architecture. actions In the real world.
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